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Abstract: The paper is dedicated to the comparative analysis of
legal regulations on the protection of personal data in the Republic of
Azerbaijan, with reference to the European Union framework. The pur-
pose of this research is to identify the gaps and shortcomings in the
legislative framework of the Republic of Azerbaijan by comparatively
analyzing the key concepts and principles in the field of personal data
protection, the area of application of normative acts, the rights of data
subjects, applicable administrative and legal sanctions for data pro-
tection breaches, and the effectiveness of institutional control mecha-
nisms. For this purpose, formal legal and comparative analysis, as well
as various scientific research methods, including the doctrinal method
are used. The Constitution of the Republic of Azerbaijan, the Law of the
Republic of Azerbaijan “On Personal Data” and other related normative
documents have been analyzed. By using this approach, the research
achieved its principal goal, specifically to conduct a comparative analy-
sis between the two legal systems. Although the normative framework
for the protection of personal data in Azerbaijan meets modern require-
ments, reforms are needed to increase data subjects’ rights, deepen legal
compliance, tighten sanctions, and establish a central control mecha-
nism to enhance regulatory coherence with reference to the GDPR as
a comprehensive and functionally developed regulatory framework. In
this context, the paper emphasizes the obligation to ensure full compli-
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ance of the legislation on the protection of personal data in the Repub-
lic of Azerbaijan with the GDPR and presents recommendations and
conclusions for its development by using the experience of the Euro-
pean Union. The proposals prepared based on the results obtained have
practical importance for increasing the effectiveness of the personal data
protection mechanism.
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I. Introduction

As a result of the rapid development of technological innovations
and the integration of digitalization into daily life, the collection, pro-
cessing, and sharing of personal data have increased significantly. From
people’s birth dates to marriage and divorce information, as well as
records related to court, property, election, and other legal activities,
and biometric indicators are collected and processed in real-time by
various interested parties, especially government authorities. D.J. So-
love and P.M. Schwartz (2024) write that it is almost impossible today
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to live without any record being taken of us. This reality shows that
personal data has become not only information, but also a tool for eco-
nomic worth and social power. The mass surveillance of human behav-
iour by states and governments, and the collection of personal data for
various purposes and its conversion into economic worth create serious
risks. According to V.P. Shehu and V. Shehu (2023), in today’s rapidly
advancing digital technologies, the free flow of personal data globally
raises serious concerns regarding human rights, and legal norms ensur-
ing data confidentiality aim to both promote technology driven develop-
ment and protect personal liberties. Normative documents regulating
the use of personal data are considered one of the essential foundations
of information security in modern societies. Such legislative acts iden-
tify the legal framework for the collection, processing, transfer, and
protection of personal data. Their principal function is to grant certain
rights to citizens, determine the legal obligations of data-processing in-
stitutions, and provide possible legal defences in case of law violations
(Gstrein and Beaulieu, 2022).

Contemporary legal systems have established legal regulations
at international, regional, and national levels, based on fundamental
principles such as transparency, accountability, and individual consent
in the processing of personal data over time. Although the Universal
Declaration of Human Rights, adopted by the United Nations in 1948,
does not explicitly recognize personal data protection as an autonomous
right, Art. 12 establishes protection against arbitrary interference with
privacy, family life, home, and correspondence.' The first internation-
al instrument specifically addressing personal data protection was the
OECD Guidelines on the Protection of Privacy and Transborder Flows
of Personal Data® adopted in 1980. These Guidelines established core
principles aimed at facilitating the free cross-border movement of per-
sonal data while ensuring minimum standards of privacy protection.
Despite their advisory nature, they played a foundational role in shap-
ing a more systematic and coordinated international approach to per-
sonal data protection, emphasizing principles such as transparency and
accountability (Anderson et al., 2021).

! Available at: https://www.un.org/en/about-us/universal-declaration-of-hu-
man-rights [Accessed 10.07.2025].
2 Available at: https://Ink.ink/btdag [Accessed 29.07.2025].
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The application that best regulates the security of personal data at
the regional level belongs to the European Union. There is no doubt that
A.L. Newman (2015) evaluates the European approach to personal data
protection based on a unified, organized, integrated, consistent, and re-
liable doctrine, in comparison to the “fragmented” American approach
based on a multitude of different rules without a regulator.

One of the first steps taken to meet the need for personal data pro-
tection within the framework of the European Union was the approval
of Convention 108 in 1981.2 The Republic of Azerbaijan is a Party to
Convention 108, having ratified the Convention in 2010.% This docu-
ment, the first legally binding international convention in the field of
personal data protection, aimed to protect individuals from legal risks
arising from the processing of personal data and to regulate cross-bor-
der data transfers between countries.

In 2018, a revised version of the Convention, known as “Conven-
tion 108+”, was adopted with the aim of enhancing transparency in
personal data processing, granting additional rights to individuals, and
strengthening the accountability and responsibilities of data proces-
sors. Consequently, the Convention has been adapted to the challenges
of the digital era and control mechanisms have been further enhanced.®

Directive 95/47/EC of the European Parliament and of the Coun-
cil, adopted in 1995, aimed to strengthen the protection of personal
data while facilitating the free movement of such data within the Euro-
pean Union. As a directive, it required transposition into national law,
which resulted in divergent national implementations and a fragmented

3 Council of Europe. (1981, January 28). Convention for the Protection of Indi-
viduals with Regard to Automatic Processing of Personal Data. Available at: https://
www.edps.europa.eu/data-protection/our-work/publications/legislation/council-eu-
rope-convention-no-108-data-protection_en.

4 Law of the Republic of Azerbaijan No. 879-11IQ “On the Ratification of the Con-
vention for the Protection of Individuals with regard to Automatic Processing of Per-
sonal Data” (2009, September). Available at: https://e-qanun.az/framework/18625
[Accessed 08.07.2025].

5 European Union Agency for Fundamental Rights, Council of Europe, and Eu-
ropean Data Protection Supervisor, (2018). Handbook on European Data Protection
Law. Publications Office of the European Union. Pp. 1—404. Available at: https://book.
coe.int/en/european-court-of-human-rights/10091-pdf-handbook-on-european-da-
ta-protection-law-2018-edition-czech-version.html [Accessed 04.07.2025].
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regulatory landscape across Member States. This structural limitation
highlighted the need for a more uniform and directly applicable legal
instrument at the EU level. In 2016, the European Parliament adopted
Regulation 2016/679, known as the “General Data Protection Regula-
tion (GDPR).”® This regulation is considered one of the most significant
legal reforms in the field of personal data protection on an international
scale. The GDPR was established to ensure the inviolability of personal
data and to propose specific legal requirements for parties involved in
the processes of collecting, storing, and processing data. The GDPR was
implemented in 2018, not only established the fundamental standard
for data protection in the EU but also provided encouragement for other
countries to review their privacy policies (Aljeraisy et al., 2021). Anoth-
er reason for its acceptance is, naturally, the increasing need to effec-
tively protect privacy in light of technological advancements. According
to A. Wodi (2023), the GDPR has managed to become a crucial mile-
stone in shaping data protection law worldwide since its implementa-
tion. The GDPR has been characterized by an enhancement in the level
of user data protection and the effective application of administrative
fines during the initial five years of its implementation.

According to K. Yeung and L.A. Bygrave (2022), the most impor-
tant elements underlying the Regulation are the protection of trans-
parency in personal data processing, goal alignment, and fundamen-
tal principles of law. It is not by chance that C. Labadie and C. Legner
(2019) point out that the principles established within the GDPR shaped
the structure of this legal regulation and its approach to the process-
ing of personal data. However, for the principles to be functionally ap-
plicable, it is essential that they are comprehended accurately. One of
the authors, R. Ducato (2020), emphasises that the principle of trans-
parency should not only be a formal legal obligation but should also be
applied in a way that is adapted to human behaviour. Furthermore, the
information presented to the data subject must be provided through
more user-focused and behaviour-based mechanisms.

S. Zuboff (2019) states that regulatory frameworks such as the
GDPR are essential for protecting the rights and freedoms of individu-

¢ Available at: https://gdpr-info.eu/ [Accessed 20.08.2025].
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als in democratic societies. In this context utilising the GDPR experi-
ence, especially when identifying deficiencies in national legislation, is
one of the most effective ways to establish ideal standards for states in
the field of personal data protection.

M. Nakashima (2022) presents a clear table based on a compara-
tive analysis of how different legal systems regulate the right to personal
data portability. The author analyzes the approaches in the GDPR and
the U.S. legislation to highlight the deficiencies in Japanese law. This
research shows that the legal framework not only identifies the exis-
tence of the right but also reveals how it can be integrated with techni-
cal standards and market policy.

S. Lim and J. Oh (2025) carried out a comparative study on how
personal data protection is regulated globally in the modern digital era,
using data from five different jurisdictions (EU, U.S., Japan, China, and
South Korea). The authors have demonstrated that the historical, po-
litical, and cultural contexts of each country shape its legal framework
for privacy. Their research identified similarities and differences in key
areas such as consent mechanisms, cross-border applicability, the scope
of rights, sanctions, and corporate responsibility, emphasizing deficien-
cies in current legal frameworks and opportunities for international
harmonization. Their comparative analysis, evaluating the similarities
and differences, identified key recommendations for how the current
research can enhance Azerbaijan’s personal data legislation. In this con-
text, the study recognizes that the harmonization of national laws with
international principles and standards such as the GDPR is an essen-
tial tool for establishing a more flexible and effective legal framework.

Consequently, the aim of this study is to analyse GDPR practices
for the development of legislation in the Republic of Azerbaijan in the
field of personal data protection. The research has identified the fol-
lowing tasks in order to achieve the defined objectives: 1) to examine
GDPR and the legislation of the Republic of Azerbaijan; 2) to identify
current legal deficiencies and shortcomings in Azerbaijan’s law within
the framework of a comparative analysis of both legal approaches; 3) to
present specific suggestions and recommendations for amendments to
the legislation in the field of personal data protection in Azerbaijan.
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I1. Materials and Methods

The research incorporated multiple forms of analysis to explore
the topic from diverse perspectives. This study uses a comparative legal
methodology to assess the level of convergence and divergence between
the General Data Protection Regulation (GDPR) and the national legal
framework of the Republic of Azerbaijan for personal data protection.
A structured analysis of primary substantive and procedural compo-
nents within both legal systems is made possible by the comparative
method. These elements include the scope of application, some neces-
sary definitions, fundamental principles, legal grounds for data process-
ing, rights of data subjects (especially the right to erasure and the right
to data portability), legal sanctions and role of supervisory authorities
from each system. This comparative assessment seeks to explore how
Azerbaijani’s legal framework responds to the evolving challenges of
personal data protection in the digital age and evaluates the degree to
which it aligns with the advanced regulatory tools embedded in globally
accepted standards, such as the GDPR.

Through the legal formal method, it became possible to examine
how personal data protection norms are framed and structured within
the legislative framework. Thus, the research focused in particular on
GDPR (2018), Law of the Republic of Azerbaijan No. 998-I11Q “On Per-
sonal Data” (2010),” In addition, this core legislation, other relevant
laws, such as Criminal Code of Azerbaijan (2000), Administrative Of-
fences Code of Azerbaijan (2015),® Civil Code of Azerbaijan (1999), the
Law of the Republic of Azerbaijan No. 460-IQ “On Information, Infor-
matization, and Protection of Information” (1998),° the Law of the Re-
public of Azerbaijan No. 651-I11Q “On Biometric Information” (2008),'°
the Law of the Republic of Azerbaijan 1024-I1Q “On Obtaining Informa-
tion” (2005)," Order of the Cabinet of Ministers of Azerbaijan No. 161
“Requirements for the protection of personal data” (2010)."*

7 Available at: https://e-qanun.az/framework/19675 [Accessed 01.07.2025].

8 Administrative Offences Code of the Republic of Azerbaijan (2015, December).
Available at: https://e-qanun.az/framework/46960 [Accessed 11.07.2025].

9 Available at: https://e-qanun.az/framework/3525 [Accessed 14.07.2025].

1o Available at: https://e-qanun.az/framework/15144 [Accessed 12.07.2025].
1 Available at: https://e-qanun.az/framework/11142 [Accessed 23.07.2025].
2 Available at: https://e-qanun.az/framework/20046 [Accessed 22.07.2025].
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To ensure a structured comparison, the research adopts a function-
al comparative method that analyzes how each legal system addresses
the same regulatory issues in practice. This allows the study to iden-
tify not only textual and conceptual differences but also divergences in
regulatory approach and enforcement mechanisms. For example, the
analysis contrasts the extraterritorial reach of the GDPR, as defined un-
der Art. 3 of the Regulation, with the predominantly territorial scope of
Azerbaijani data protection law, as well as the GDPR’s clearly defined
legal bases for data processing with the relatively underdeveloped and
scattered provisions in Azerbaijani framework, within a functional com-
parative methodology.

In addition to textual and normative comparison, the study em-
ploys a critical legal analysis to evaluate the effectiveness and adequacy
of Azerbaijani data protection framework in practice. This involves in-
terpreting the substantive content of laws, examining their implemen-
tation potential, and reflecting on their alignment with international
standards and best practices.

The doctrinal approach was adopted to examine the legal frame-
work governing personal data protection, allowing for a structured
interpretation of relevant legal provisions and facilitating an under-
standing of how core principles are interconnected within the system.
Additionally, the analytical method is employed to evaluate the inter-
nal consistency, normative clarity, and effectiveness of each framework.
Furthermore, attention is paid to address terminological contradictions
and institutional differences, both of which have the potential to have
an effect on the efficient implementation of data protection standards.

II1. Substantive Legal Comparison
between Azerbaijan’s Law and the GDPR

II1.1. Scope of Application

The Law of the Republic of Azerbaijan No. 998-IT11Q “On Personal
Data” (2010) implemented the first comprehensive regulation on data
protection in the country. Before this law, there was not a unified and
specific normative framework for the protection of personal data in
Azerbaijan. It is true that although laws such as the “On Biometric In-

Kutafin Law Review Volume 13 Issue 2 (2026) https://kulawr.msal.ru/



304 KUTAFIN LAW REVIEW

formation” (2008) and the “On Information, Informatization, and Pro-
tection of Information” (1998) exist, the implemented legal norms had
a scattered, unsystematic, and hard-to-control structure. The Law of the
Republic of Azerbaijan No. 998-11IQ (2010) determines the legal rela-
tionship related to the collecting, processing, and protection of personal
data, as well as the rights and responsibilities of the state and other
subjects in this area. Additionally, the law also encompasses issues such
as controlling personal data at the national sphere and its cross-border
transfer. The main goal of the law is not only to determine the current
principles in the field of personal data regulation, the foundations of
state control, and the rules for processing and transferring data in in-
formation systems, but also to guarantee the privacy of an individual’s
private and family life legally as well as human and civil rights and free-
doms. (Para. 1). Although both the GDPR and the Law of the Republic
of Azerbaijan No. 998-I11Q (2010) serve similar goals, some differences
are observed regarding their rules and scope.

The first legal gap in the law is that, although its scope encom-
passes both legal entities and natural persons, it contains no provision
regarding the representations or branches of foreign legal entities in
the Republic of Azerbaijan. However, under Art. 53 of the Civil Code
of the Republic of Azerbaijan'3, representations and branches may act
on behalf of a foreign legal entity. In this regard, it should be explicitly
stated in this law or in future legislation that the scope of application
should include representative offices and branches of foreign legal enti-
ties. When it comes to the natural persons, laws on data protection and
data privacy equally apply to all the individuals whose personal data is
collected, stored, processed, and used in the Republic of Azerbaijan and
are applied both to the citizens of the Republic of Azerbaijan and citi-
zens of foreign states. Unlike the GDPR, the norm is not provided for
the protection of the personal data and the extraterritorial application
of data privacy in Azerbaijan’s law. In the context of increasing cross-
border data processing, the absence of explicit provisions on the extra-
territorial application of personal data protection rules constitutes a

3 Civil Code of the Republic of Azerbaijan (1999, December). Available at:
https://e-qanun.az/framework/46944 [Accessed 24.08.2025].

https://kulawr.msal.ru/ Kutafin Law Review Volume 13 Issue 2 (2026)



F.M. Abbasova, K.I. Khalilov
Comparative Analysis of Personal Data Protection Laws 305

significant gap in the current legal framework, because the rise of com-
plex global challenges has increasingly called into question tradition-
al objections to extraterritorial jurisdiction (Walsh, 2013). As a result,
there are no direct or indirect norms presented regarding situations
such as a “foreign operator” or the processing of Azerbaijani citizens’
data by a subject operating abroad. For example, if a foreign company
collects data on Azerbaijani citizens from abroad, the power to influence
this activity is weak with the existing legislation. In fact, norms govern-
ing the cross-border transfer of data are set out in Art. 14 of the Law of
the Republic of Azerbaijan No. 998-IIIQ (2010). However, these norms
primarily apply to local entities that transfer data, and they do not de-
fine specific requirements concerning the data processing activities of
foreign entities or the security guarantees applicable to such activities.

However, the GDPR is a regional regulation, its scope extends be-
yond the borders of the EU (Voigt and Bussche, 2017). Thus, the GDPR
carries global importance not only for EU member states but also for
other countries wishing to create economic relations with the EU. In
other words, Art. 3 of the GDPR determines its geographical scope and
encompasses three major situations: 1) data processing activities car-
ried out within the borders of the EU; 2) offering of goods and services
to individuals located in the EU, regardless of whether they are pro-
cessed within the EU, and 3) monitoring of their behaviour located in
the EU. If a data controller and a person or organization that acts on
their behalf operate within the EU, the norms of the GDPR apply. At
this point, the most important condition is that the data subject is situ-
ated within the EU borders. Consequently, it does not matter whether
this person is an EU citizen or not. For legal entities, the fundamental
criterion is not where they are registered but where they operate. For
instance, if a legal entity that is established and registered in Azerbai-
jan processes personal data within the framework of economic relations
with Germany, this activity will fall under the jurisdiction of the GDPR,
and as a result, the norms of the GDPR will apply in case of violations.

According to Art. 3(2)(b) of the GDPR, tracking internet users’ be-
haviour via cookies is considered “behavioural tracking.” If this tracking
is applied to individuals who live in the European Union, the activity of
data processing is encompassed by the scope of the GDPR. In the EU
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region, the intention to offer goods and services of the data controller
to individuals located in the EU is of particular importance for the ap-
plication of the GDPR. If a company directs goods or services to these
individuals, the norms of the GDPR must apply. At this point, clear ex-
pression of intention is very important. For example, using the English
language on any website and providing an email address is not suffi-
cient for application. But, using a widely spoken language in the EU and
offering the euro or other currencies as payment choices is an obvious
example of the existence of clear intention.

Based on this foundation, it is possible to say that even if locat-
ed outside the EU, platforms operating within the EU, such as Ama-
zon, Google, and Meta, must comply with requirements of the GDPR.
The GDPR’s extraterritorial reach allows it to exert influence globally,
thereby challenging conventional notions of sovereign immunity and
non-intervention. This approach to extraterritoriality differs from the
stance taken in the Lotus case (1927), where the Permanent Court of
International Justice held that states are free to determine their own
domestic legal norms, provided that they do not contravene any explicit
rule of international law.'4

II1.2. Conceptual Framework: Alignment of Key Definitions

An accurate legal definition of personal data in regulations is an
important tool for the effectiveness of its subsequent implementation
mechanisms. An analysis of some terms used in the national legislation
shows that it is behind in comparison to the GDPR. For instance, in the
Law of the Republic of Azerbaijan No. 998-1IIQ (2010), personal data is
described as any information that can identify a person directly or indi-
rectly, but it is not clearly mentioned which information is considered
direct personal data and which is considered indirect personal data.
Direct personal data typically includes identifiers such as a person’s
name, surname, identification number, and date of birth, whereas in-
direct personal data may encompass information such as IP addresses,

4 The PCIJ Judgement. The case of the S.S. “Lotus” (France v. Turkey), Judge-
ment No. 9, 1927 PCILJ (ser. A) No. 10. (Sept. 7). (1927). Available at: https://www.
worldcourts.com/pcij/eng/decisions/1927.09.07_lotus.htm [Accessed 18.06.2025].
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mobile device IMEI codes, cookies, and patterns of user behaviour. In
this regard, the definition mentioned does not fully and comprehen-
sively explain the notion of personal data. On the other hand, according
to Art. 3.0.2 of the Law of the Republic of Azerbaijan 1024-11Q (2005),
information about private and family life is equated with the notion of
personal data. This approach shows that the national legislator inter-
prets the notion of personal data in a wider framework and directly links
the inviolability of private life with the protection of personal data. This
naturally leads to confusion.

The notion of personal data is regulated more systematically and
broadly through the GDPR and is now defined as any information re-
lating to a specific or identifiable natural person (Art. 4.1). This indi-
vidual can be determined directly or indirectly, especially based on their
name, identification number, geographical location indicators, online
identifiers, and physical, genetic, psychological, economic, cultural, or
social characteristics. This definition can include both information that
directly reveals a person’s identity and other content that allows for the
indirect identification of an individual. This definition can encompass
both information that directly reveals an individual’s identity and other
content that allows for the indirect identification of an individual.

In contrast to the legislation of the Republic of Azerbaijan, the
GDPR further broadens the scope of personal data to add genetic infor-
mation (Art. 4.13), biometric information (Art. 4.14), and health-related
information (Art. 4.15) of natural individuals. Nevertheless, the legis-
lation of the Republic of Azerbaijan adopts a general approach to this
area, recognizing the individual’s fingerprints, facial image, eye retina,
voice recording, DNA analysis results, body measurements, handwrit-
ing, and signature as defining characteristics of personal data.'> Regu-
lating this concept not in the primary data protection law, “On Personal
Data,” but instead in a separate and more general statute, “On Biometric
Information,” creates legal uncertainty and undermines the consistency
of the regulatory framework, particularly given the heightened sensitiv-
ity of biometric data.

5 Law of the Republic of Azerbaijan No. 651-IIIQ “On Biometric Information.”
Art. 35.1.

Kutafin Law Review Volume 13 Issue 2 (2026) https://kulawr.msal.ru/



308 KUTAFIN LAW REVIEW

In general, the legislation of the Republic of Azerbaijan recognizes
four groups of subjects as the primary participants in the field of per-
sonal data protection: the subject of personal data, the data owner, the
operator, and the user. In the GDPR, these are primarily defined as the
data subject, controller, processor, recipient, and the third party. Re-
garding the data subject, the Law of the Republic of Azerbaijan No. 998-
ITIQ (2010), proceeding from the same position as the GDPR, consid-
ers the natural person whose personal data is collected, processed, and
protected, and who is identified or identifiable as the subject of personal
data (Art. 2.1.2). In Azerbaijan’s law, the term “owner” refers to a state
or local self-government body, or a legal or natural person who holds
the rights of ownership, use, and control over a personal data informa-
tion system or resource, and determines the purposes of personal data
processing (Art. 2.1.9). The term “controller” used in the GDPR con-
siders a natural and legal entity, public authority, agency or any other
body that, independently or collaboratively with others, determines the
goals and means of processing personal data (Art. 4.7). Although the
terms are similar in the general context, a minor difference is notice-
able in the terms of legal interpretation. Consequently, the owner is le-
gally and technically responsible for the information system. Thus, its
institutional function is highlighted at the core of its ownership. Nev-
ertheless, the notion of a controller in the GDPR does not have such
a technical nature. The controller determines the goals and means of
data processing. However, this does not mean technical ownership of
the information system, instead who has the authority to make deci-
sions regarding the data.

The next term that is used in the legislation of the Republic of
Azerbaijan is “operator.” The operator is considered the owner of per-
sonal data, responsible for its collection, processing, and protection or
the state or local government body or legal or natural person to whom
these functions are assigned to a certain degree and under specific con-
ditions. Two problematic issues arise in the legislative approach. First,
the operator is equated with the owner of the personal data. More pre-
cisely, the operator is understood as the person who both makes deci-
sions in accordance with the data subject’s wishes and carries out the
given instructions. Second, the idea that the operator’s power can be
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transferred “to a certain extent and under certain conditions...” is an
excessively abstract notion because the extent and conditions of the au-
thority that will be granted are not specified.

The term “operator” partially aligns with the term “processor” in
the GDPR. Therefore, according to the GDPR, a processor is a natural
or legal entity, state body, agency or any other body that processes per-
sonal data on behalf of the controller (Art. 4.8). Thus, the notion of a
processor appears to be limited solely to execution functions. There is
clearly a significant need for clarification, as the approach adopted by
Azerbaijani law is multifaceted and broad. By contrast, the legal bound-
aries between the concepts of “processor” and “controller” are clearly
defined in the GDPR.

The other participant acts as the user of the personal data. Accord-
ing to the Law of the Republic of Azerbaijan No. 998-I11Q (2010), the
user is a state or local government body, a legal or natural entity who
has the right to use personal data within their authority and in the man-
ner and scope identified by the data subject, only for the aim of acquir-
ing information essential for their needs (Art. 2.1.11). In the GDPR, the
term “recipient” is used, which aligns with this notion. The recipient
may be any natural or legal entity, government body or any other or-
ganization to whom personal data is transferred or revealed (Art. 4.9).
The main difference is that in the legislation of Azerbaijan, the user ob-
taining information is limited by the phrase “...in the manner and scope
determined by the owner...”. Furthermore, the information acquired by
the user should only be what is essential for them. However, there are
no limiting requirements established for the recipient regarding the
scope and purpose of such information. Additionally, when a state mak-
ing an inquiry under the GDPR is notified, this situation is regulated by
specific rules. However, no such exception is provided for the user in the
Law of the Republic of Azerbaijan No. 998-II1Q (2010). Consequently,
the GDPR approach is more comprehensive and flexible in nature.

Finally, the term “third party” as defined by the GDPR (Art. 4.10)
is generally not provided for in the legislation of Azerbaijan.

The term “pseudonymization” is also used in the GDPR as a new
notion (Art. 4.5). This notion is a technique used to guarantee that per-
sonal data is not known to belong to a particular person. In this case,
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supplementary information identifying the data owner is stored sepa-
rately and protected by specific technical and organizational measures.
Consequently, without the additional information, the fundamental data
can no longer be linked to a specific person independently (Art. 4.5).
Thus, data that has been modified in this manner is still considered per-
sonal data and is subject to the GDPR rules (GDPR, Recital 26) because
this data along with additional information can be related to a particular
person and their identity can be determined. It should be noted that the
notion of “pseudonymisation” is not used in any normative document of
Azerbaijan’s personal data legislation. In this regard, it is essential for
this concept to be normatively defined separately in national legislation
and for the legal framework to be established.

However, the Law of the Republic of Azerbaijan No. 998-IIIQ
(2010) characterizes the notion of anonymization and defines it as
bringing personal data in a state that does not allow for the identifi-
cation of the data subject (Art. 2.1.15). The concept of anonymization,
achieved through randomization and generalization,'® aligns with the
regulatory approaches of Azerbaijan and the GDPR (GDPR, Art. 5(1)
(e)). For comparison, it should be noted that, unlike pseudonymized
data, anonymized data is information that no longer permits the identi-
fication of the data subject; therefore, it is regarded as data whose own-
ership cannot be determined. Consequently, the GDPR does not apply
a specific protection regime for anonymized data (GDPR, Recital 26).

The comparisons conducted show that the legal status, functions,
and mutual relationships of entities engaged in personal data processing
under Azerbaijani legislation have not been fully clarified or addressed
in a systematic manner. Therefore, it is essential to align current con-
cepts with the level of technological advancement and international and
European standards, to clearly identify functions, and to allocate re-
sponsibility precisely. All of these will significantly enhance the quality
of work by data owners, as well as government and local institutions
engaged in this domain.

6 Art. 29 Data Protection Working Party (A29WP) (2014). Opinion 05.2014
on Anonymization Techniques, 0829.14.EN, WP216. Brussels, pp. 1—37. Available at:
https://ec.europa.eu/justice/article-29/documentation/opinion-recommendation/
files/2014/wp216_en.pdf [Accessed 24.08.2025].
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II1.3. Processing Principles
and the Protection of Data Subject Rights

The processing, collection, storage, use, and transfer of personal
data must be carried out in accordance with the law. A valid legal basis
is the primary requirement for lawful processing. Otherwise, the pro-
cessing of personal data is considered unlawful and may give rise to le-
gal liability. In this regard, the consent of the data subject is indicated
as the main legal tool for the collection of personal data in Art. 8.1 of the
Law of the Republic of Azerbaijan No. 998-III1Q (2010). Furthermore,
the legislation provides for certain situations related to the protection
of state and public interests (Art. 9). However, other alternative legal
bases, such as the performance of a contract, are either only partially
regulated or not mentioned at all. By contrast, the GDPR specifies six
essential legal bases for the processing of personal data (Art. 6), which
form a more comprehensive and coherent regulatory framework com-
pared to Azerbaijani law.

In the Law of the Republic of Azerbaijan No. 998-II1Q (2010), the
fundamental principles for the collection, processing, and protection
of personal data are specified, including those provided for in the Con-
stitution, specifically the principles of legality, confidentiality, and the
reconciliation of voluntariness with compulsion (Art. 4). Because of this
approach being quite broad, it can reduce the practical effectiveness of
principles during the protection of personal data.

The fundamental principles are specifically listed in Art. 5 of the
GDPR. The first of these principles is “Lawfulness, Fairness and Trans-
parency,” and only one of these, the principle of legality, is included
in Azerbaijani legislation (Art. 4). Among the key principles, fairness
stands out as one of the most debated yet least clearly defined concepts.
Fairness is frequently reduced to compliance with procedural require-
ments. However, meeting formal conditions does not always guarantee
that data processing outcomes are fair. Therefore, additional elements
such as good faith, non-discrimination, the prevention of harmful ef-
fects, and respect for individual autonomy should be taken into account
when interpreting this principle (Hauselmann and Custers, 2024).
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Subsequently, “Purpose limitation” requires that data must only be
collected only for predetermined clear and lawful purposes and should
not be processed in a way that contradicts these purposes. Occasionally,
the initial goal changes over time or may arise new purposes. In this
case, if the processing is not based on new consent or another legal ba-
sis, the data controller must assess the compatibility of the new purpose
with the original purpose based on the GDPR. Although the GDPR es-
tablishes a number of criteria for this, this principle is reflected incom-
pletely in the Law of the Republic of Azerbaijan No. 998-I11Q (2010).
Specifically, while it is stated that personal data must be collected only
for legal, predetermined and declared purposes and processed through
methods suitable for those specified purposes (Art. 9.1) analogical veri-
fication criteria are not provided for in Azerbaijan’s law.

According to the principle of data minimization, personal data
must be collected and utilized only to the extent necessary and adequate
for processing purposes (GDPR, Art. 5.1(c)). It should be highlighted
that while this principle is not explicitly stated as a separate principle
in the Law of the Republic of Azerbaijan No. 998-IIIQ (2010), it is re-
flected within the framework of the conditions considered during the
processing of personal data: “The volume and nature of personal data
collected and processed must align with declared purposes and the
rights of the owners” (Art. 9.2).

The subsequent principle, accuracy ensures that personal data is
accurate and updated as needed. Regarding this principle, the approach
of the GDPR (Art. 5.1(d)) and Azerbaijan’s law (Art. 9.3) is the same.

Nevertheless, it is difficult to say the same opinion when compar-
ing the “Storage limitation.” This principle requires that personal data
be kept only for as long as essential to achieve the purposes for which it
was processed (GDPR, Art. 5.1(e)). Similarly, the Law of the Republic of
Azerbaijan No. 998-1IIQ (2010) requires the immediate destruction of
data when the goals of collecting and processing personal data are at-
tained and the necessity for their retention has ceased (Art. 9.4). How-
ever, Azerbaijan’s law does not provide a clear mechanism for deter-
mining who is responsible for destroying the data and what procedure
they should follow. Furthermore, there are no defined legal or technical
criteria for evaluating the data retention period.
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Finally, according to the principle of “integrity” and “confidenti-
ality,” personal data must be safeguarded through appropriate tech-
nical and organizational measures against unauthorized or unlawful
processing, as well as accidental loss, destruction, or damage (GDPR,
Art. 5.1(f)). This principle aims to ensure both the integrity and the
confidentiality of personal data. It is also closely linked to the con-
cept of “security of processing” enshrined in Art. 32 of the Regulation,
which requires a risk-based approach. In this regard, measures such as
encryption, pseudonymization, audit mechanisms, and internal policy
frameworks are recommended as practical safeguards. The Law of the
Republic of Azerbaijan No. 998-IIIQ (2010), adopts a similar position
(Art. 5.8), however, unlike the GDPR, it does not explicitly embrace a
risk-based approach. Instead, the determination of appropriate techni-
cal and organizational measures is delegated to a separate normative
act. Specifically, the Order of the Cabinet of Ministers of the Republic
of Azerbaijan No. 161 (2010) stipulates concrete security obligations
for information systems processing personal data (Art. 2). While this
regulatory framework provides clarity in terms of technical safeguards,
it lacks the flexibility and contextual adaptation inherent in the GDPR,
where security measures are designed to correspond to the likelihood
and severity of risks to individuals’ rights and freedoms.

Differences are observed between the GDPR and the Law of the Re-
public of Azerbaijan No. 998-I11Q (2010), regarding the consent mech-
anism, which plays a crucial role in the processing of personal data.
Under the GDPR, consent must be freely given, specific, informed, and
unambiguous, and its withdrawal of consent must be as easy as giv-
ing it (Art. 4(11) and 7(3)). By contrast, the requirements for consent
under the Law of Azerbaijan are less detailed, although they reflect ef-
forts to approximate European standards. Article 8.1 of the Law of the
Republic of Azerbaijan No. 998-II1Q (2010) provides that consent may
be granted in writing or by other means, including electronic signature.
However, the specific components of consent enumerated by the GDPR
are absent. Consequently, Azerbaijan’s framework is less practical, as it
does not embody the requirement of explicit and clearly expressed con-
sent by the individual regarding the processing of their personal data.
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In the Law of the Republic of Azerbaijan No. 998-II1Q (2010), the
cases permitting the processing of personal data without the data sub-
ject’s consent are strictly limited. These exceptions primarily include
the protection of an individual’s life and health, as well as the fulfilment
of public interests defined by law. In contrast, the GDPR considerably
broadens the scope of such exceptions by incorporating, inter alia, such
grounds as the performance of contract, compliance with legal obliga-
tions, and the pursuit of legitimate interests (GDPR, Art. 6). Article 5 of
the Law of the Republic of Azerbaijan No. 998-I1IQ (2010) distinguish-
es between two categories of personal data: open and confidential, with
each category subject to different levels of protection. For instance, bio-
metric data, health-related information, and data concerning religious
or political beliefs are treated as confidential and may only be processed
based on the explicit consent of the data subject, unless otherwise pro-
vided by law. By contrast, information such as an individual’s name or
surname, when disclosed by the data subject or officially made public
by law, is considered more accessible. In addition, Art. 2.1.6 of the Law
of the Republic of Azerbaijan No. 998-1IIQ (2010) introduces a third
type of personal data referred to as “special category data.” Notably,
this provision stipulates that special categories be classified either as
open data or as confidential data. This indicates that the legislation of
the Republic of Azerbaijan adopts a more complex classification model,
distinguishing personal data as open, confidential, or special category,
whereas the GDPR does not establish such a division. Primarily, this
model of data protection in the legislation of the Republic of Azerbaijan
differs fundamentally from the GDPR’s unified approach. This is be-
cause, under the GDPR approach, personal data are subject to the same
level of protection regardless of whether they are of a public or private
nature. In other words, personal data are defined in a uniform manner,
with only certain categories (such as health data, religious or political
beliefs, biometric data) subject to stricter safeguards under Art. 9.

Another significant distinction becomes evident in the comparative
analysis of two legal frameworks, specifically concerning the right to
be forgotten. This right, allowing individuals to manage their personal
data and request its erasure when appropriate, was first formally estab-
lished in the GDPR. It gained widespread public attention following the
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landmark judgment of the Court of Justice of the EU (CJEU) in Google
Spain v. AEPD and Mario Costeja Gonzélez. In that decision, the Court
clarified the essence of the right to be forgotten, granting it substan-
tial legal recognition and laying the groundwork for its consolidation
within the GDPR."” The case involved a lawyer who objected to the fact
that, when his name was searched via the Google search engine, results
displayed newspaper articles from years earlier covering the sale of his
property due to outstanding social security debts. He argued that such
information was no longer relevant and violated Directive 95/46/EC.
The CJEU concluded that if personal data published in connection with
an individual’s name has lost its relevance or purpose, and its process-
ing is no longer practically necessary, such data must be erased. Thus,
relying on the principles of respect for private life and the purpose of
limitation of data processing, the CJEU recognized the legal foundation
of the right to erasure.

By contrast, the Law of the Republic of Azerbaijan No. 998-I11Q
(2010) does not recognize the right to be forgotten as an autonomous
legal concept. Although Art. 7 of Law of the Republic of Azerbaijan
No. 998-ITIQ (2010) underscores the necessity of obtaining the data
subject’s consent for data processing, it does not address the withdrawal
of such consent or the erasure of personal data. As a result, the right to
be forgotten remains unrecognized within the national legal framework.

One of the key differentiating elements is the right to data porta-
bility that entitles data subjects to transfer their personal data to an-
other data controller. This right, introduced for the first time under the
GDPR, grants individuals the ability to obtain personal data collected
about them under specific conditions and to transmit such data to an-
other entity. Its primary objective is to enhance the individual’s control
over their personal data and to strengthen user autonomy within the
digital environment by facilitating greater freedom of choice (GDPR,
Art. 20.1). For instance, if a person uses a service provider, such as a
social network or cloud storage, they should be able to transfer their

7 The CJEU Judgement (Grand Chamber). Google Spain SL, Google Inc.
v. Agencia Espafiola de Proteccion de Datos (AEPD) and Mario Costeja Gonzélez,
Case C-131/12 (2014). Available at: https://eur-lex.europa.eu/legal-content/EN/
TXT/?uri=celex:62012CJ0131 [Accessed 18.06.2025].
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data to another provider without obstacles. This right also places tech-
nical obligations on data controllers. Therefore, they are required to
collaborate on appropriate formats to facilitate such data transfers and
to ensure that their systems operate in a mutually compatible manner
(GDPR, Art. 20.2). However, the Law of the Republic of Azerbaijan
No. 998-ITIQ (2010) does not provide for the right to data portability,
leaving this crucial aspect of personal data protection unregulated.

II1.4. Legal Consequences and Penalties for Data Breaches

When examining sanctions for breaches of persons’ data confiden-
tiality, it is evident that Azerbaijan’s law and the GDPR adopt distinct
frameworks. Firstly, the Regulation places responsibility for the lawful
processing of personal data not only on the data controller but also on
the data processor. Therefore, all participants in data processing ac-
tivities are liable for any infringements of the law resulting from the
processing of data. In this context, under the provisions of the Regu-
lation (Art. 3.2), sanctions may also be imposed against cloud service
providers that carry out processing activities outside the EU. Although
the Law of the Republic of Azerbaijan No. 998-IIIQ (2010) provides
certain obligations on persons engaged in the processing of personal
data, its liability provisions are formulated in a rather general manner.
Article 19 of the Law stipulates that individuals who commit violations
in this area shall bear responsibility in accordance with the legislation
of the Republic of Azerbaijan. However, the Law itself does not define
the substance, scope, or specific types of sanctions, leaving such mat-
ters to be regulated mainly by the Criminal Code and the Administra-
tive Offences Code of the Republic of Azerbaijan.

Thus, according to the Administrative Offences Code of the Repub-
lic of Azerbaijan, the collection or processing of personal data in an in-
formation system that is subject to state registration but has not been
duly registered, as well as the failure of the owner or operator to ensure
the protection of such data, or the failure to destroy or discontinue their
transfer within the prescribed period, entails a fine ranging from 300
to 500 manats (approximately 150 to 250 EUR) (Art. 375). In addition,
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under the Criminal Code of the Republic of Azerbaijan,'® the unlawful
collection or disclosure of personal or family secrets is punishable by
a fine ranging from 1,000 to 2,000 manats (approximately 500-1,000
EUR), or by community service from 240 to 480 hours, or by corrective
labour for up to one year. In cases involving aggravating circumstances,
imprisonment may be imposed (Art. 156). Furthermore, the creation of
information systems of personal data without the required license, or
the operation of such systems without authorization, may result in a
fine of up to four times the amount of the unlawful income, or impris-
onment for a term of up to seven years (Art. 192).

The GDPR empowers national supervisory authorities of the mem-
ber states to impose various administrative sanctions in cases of non-
compliance with the Regulation. This mechanism aims to ensure har-
monization and legal certainty within the EU.' Supervisory authorities
under the GDPR may issue fines for non-compliance with fundamen-
tal principles of personal data processing, including consent require-
ments and data subjects’ rights, as well as for unlawful international
data transfers. For undertakings, penalties can reach up to 20 million
euros or 4 % of the total global annual turnover, while less severe vio-
lations carry fines of up to 10 million euros or 2 % of global turnover
(Art. 83.4-5).

The comparison indicates that, in terms of liability, legislation of
the Republic of Azerbaijan exhibits three main gaps: 1) sanctions for
personal data violations are not primarily included in the main law but
in the Criminal Code and Administrative Offences Code; 2) the amounts
of fines are considerably lower compared to the GDPR; 3) criminal li-
ability sometimes arises not directly for violations of personal data but
generally for infringements of personal privacy. In other words, crim-
inal responsibility is applied indirectly with regard to personal data
protection.

Addressing these issues would require the development of regula-
tory mechanisms aligned with EU standards, improvements to the ex-

® Criminal Code of the Republic of Azerbaijan (2000, December). Available at:
https://e-qanun.az/framework/46947 [Accessed 17.07.2025].

19 European Union Agency for Fundamental Rights, Council of Europe, and Eu-
ropean Data Protection Supervisor (2018). Handbook on European Data Protection
Law, pp. 1—404.
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isting infrastructure, and comprehensive legislative reforms. A key ele-
ment in this process is the establishment of a centralized and unified
normative framework dedicated to personal data protection.

II1.5. Institutional Governance and Oversight Mechanisms

The collection and use of personal data for various purposes may
ultimately lead to violations of individuals’ rights and unwanted inter-
ferences. Although legal mechanisms have been established at the na-
tional, regional, and international levels to prevent such situations, the
existence of independent and effective supervisory authorities remains
of particular importance in ensuring compliance with these rules. The
supervisory mechanism for personal data protection in the Republic
of Azerbaijan is relatively fragmented and multi-layered. Although the
Ministry of Digital Development and Transport is primarily responsible
for overseeing the implementation of the Law of the Republic of Azer-
baijan No. 998-IIIQ (2010), other state bodies also hold specific compe-
tencies in this area. According to the Order of the Cabinet of Ministers
of the Republic of Azerbaijan No. 161 (2010), personal data protection
is carried out by the Ministry of Digital Development and Transport,
the State Security Service, the Ministry of Internal Affairs, the Ministry
of Justice, the Foreign Intelligence Service, the Special Communication
and Information Security State Service, and the Central Bank of the Re-
public of Azerbaijan. As evident, no centralized authority is instituted
for personal data protection in Azerbaijan, instead each state body per-
forms these functions within its own mandate and jurisdiction.

The Law of the Republic of Azerbaijan No. 1024-1IQ (2005) ini-
tially envisaged the creation of the position of an “Information Com-
missioner.” However, the 2012 amendments to the Law No. 1024-11Q
assigned these functions to the Commissioner for Human Rights of the
Republic of Azerbaijan (Art. 42). Although the Commissioner for Hu-
man Rights submits annual general reports, the specific issues of this
sphere remain unaddressed. This gap directly undermines the effec-
tiveness of oversight in the field. Moreover, while Azerbaijan has rati-
fied the “Convention for the Protection of Individuals with regard to
Automatic processing of personal data,” it has not signed the “Addi-
tional Protocol to the Convention for the Protection of Individuals with
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regard to supervisory authorities and transborder data flows” (2001).
However, one of the key objectives of the Additional Protocol was to
ensure that each party to the Convention establishes an independent
supervisory authority responsible for safeguarding personal data pro-
tection (Art. 1).

Consequently, the Republic of Azerbaijan lacks a unified and spe-
cialized authority in the area of personal data protection. Instead, var-
ious state executive bodies perform their functions within their re-
spective mandates. The absence of a coordinated framework results in
institutional fragmentation, weak oversight, and delayed responses to
breaches of personal data protection. Accordingly, the formation of a
single, centralized regulatory authority through legislative amendments
would offer a more reliable guarantee of adequate data protection stan-
dards in Azerbaijan.

Unlike Azerbaijan’s law, Art. 51 of the GDPR requires each member
state to designate one or more supervisory authorities. In cases where
a country establishes more than one supervisory authority, the respon-
sibility for determining which authority (or authorities) shall represent
that state in the European Data Protection Board (EDPB) lies exclu-
sively with the respective member state. The designated supervisory
authority (or authorities) is obliged to cooperate both with domestic
institutions and with the institutions of the EU to ensure the effective
implementation of the Regulation. Furthermore, Art. 57 of the GDPR
imposes additional obligations on supervisory authorities, such as in-
forming the public, issuing recommendations aimed at safeguarding
fundamental rights and freedoms, and fostering cooperation with other
supervisory bodies. In this respect, the principal duty of a superviso-
ry authority is to oversee and secure compliance with the Regulation
within its jurisdiction.

According to the Regulation, supervisory authorities must possess
an independent status and remain free from both direct and indirect
external influence (Art. 52(1—4)). The mandate of the members of the
supervisory authority shall not be shorter than four years (Art. 54(1)),
and each member must have sufficient adequate knowledge and profes-
sional expertise in the field of personal data protection (Art. 53(1—2)).

The GDPR stipulates that every data controller, in the event of a
personal data breach, must notify the supervisory authority without

Kutafin Law Review Volume 13 Issue 2 (2026) https://kulawr.msal.ru/



320 KUTAFIN LAW REVIEW

undue delay and, in any case, within 72 hours of becoming aware of
the breach (Art. 33). Where data processing is likely to result in a high
risk, the data controller is required to consult the supervisory authority
prior to carrying out the operation (Art. 36). However, the legislation of
Azerbaijan does not prescribe any specific timeframe for notifying the
supervisory authority in the event of such a breach.

The regulation also provides for a complaint mechanism aimed at
safeguarding the rights of individuals whose personal data has been
unlawfully processed. Under its provisions, a data subject who has suf-
fered harm as a result of unlawful processing may bring claims not only
against the data controller but also against the data processor. However,
both the controller and the processor may be exempted from liability
if they are able to demonstrate that they are not responsible for the in-
fringement (GDPR, Art. 82). Furthermore, an individual who believes
that his or her personal data has been unlawfully processed is entitled
to lodge a complaint with the supervisory authority in the EU member
state where he or she resides, works, or where the alleged violation oc-
curred (GDPR, Art. 77.1). In addition, the data subject may bring the
matter before a court in cases where he or she remains dissatisfied with
the decision of the supervisory authority or faces undue delays in the
resolution of the complaint (GDPR, Art. 78-79).

A similar approach can be found in the Law of the Republic of Azer-
baijan No. 998-IIIQ (2010). Pursuant to Art. 7.4 of the Law No. 998-
ITIQ, a person whose rights have been infringed may also apply not only
to the court but to other executive authorities specified in Order of the
Cabinet of Ministers of the Republic of Azerbaijan No. 161 (2010). Since
they are numerous, each of them considers complaints within the scope
of its own competence.

One of the crucial factors is that two fundamental legal instru-
ments introduced by the GDPR to regulate the supervision mechanism
are absent in the legislation of Azerbaijan. Firstly, the GDPR requires
the designation of a Data Protection Officer (DPO), who is responsible
for providing guidance on personal data processing, ensuring coopera-
tion with auditing authorities, and preparing relevant compliance re-
ports (GDPR, Art. 37). Secondly, the Regulation stipulates the obliga-
tion to conduct a data protection impact assessment (DPIA). According
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to Art. 35 of the GDPR, if a data controller determines that a planned
processing activity may involve risks, it must carry out an assessment
prior to commencing the processing. If the assessment indicates that
the processing entails a high risk and could potentially violate the Reg-
ulation, the controller is obliged to consult the supervisory authority
before proceeding. By contrast, the Law of the Republic of Azerbaijan
No. 998-IIIQ (2010) or other legislative acts regarding personal data
does not set out a specific legal framework for assessing potential risks
in personal data processing, nor does it assign a supervisory authority
responsible for overseeing the outcomes of such assessments.

Finally, it should be emphasized that supervisory authorities in
the EU are mandated to prepare annual activity reports detailing the
measures undertaken and violations identified. These reports must be
submitted to national parliaments, governments, and other competent
bodies of the member states, as well as made available to the public,
the European Commission, and the EDPB (GDPR, Art. 59). In Azerbai-
jan, according to Order of the Cabinet of Ministers of the Republic of
Azerbaijan No. 161 (2010), supervisory bodies are required to conduct
monitoring at least once a year to ensure the proper organization of
data protection within information systems (Art. 3). However, neither
the Decision nor the Law of the Republic of Azerbaijan No. 998-IIIQ
(2010) provides a normative framework regulating the procedures for
such monitoring or the submission of reports on its results.

Thus, based on the foregoing analysis, the principal differences be-
tween the GDPR and the legislation of Azerbaijan can be summarized
in the following table.

A comparative assessment of data protection rules
between the EU and Azerbaijan

Main criteria European Union Azerbaijan
Primary legal act | GDPR (2018) The law of Azerbaijan “On Per-
sonal Data” (2010)
Conceptual Personal data is defined broadly | Definitions are general and lacks
framework with technical and practical detailed technological references
criteria
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Extraterritorial | Applies extraterritorially to No clear extraterritorial scope.
application non-EU entities processing EU Application limited to national

resident’s data (GDPR, Art. 3)

territory

Consent to data

Consent is composed of four

Consent is governed by a flexible

processing critical elements: freely given, approach that does not en-
specific, informed and unambigu- | force limiting conditions (Law,
ous (GDPR, Art. 4.11) Art. 8.1)

Data subject’s Comprehensive, broad, and mod- |The approach aligned with the

fundamental ern legal guarantees. GDPR, though some rights

rights remain limited: right to erasure

and data portability (Law, Art. 7)
Penalties appli- | Maximum EUR 20 million or 4 % | Maximum fine amounting to
cable to breaches | of yearly revenue (GDPR, Art. 83) |2,000 AZN (roughly 1,000 EUR)

Effectiveness of
control authori-
ties

Supervisory authorities of other
member states cooperate by ap-
plying procedures of collabora-
tion, consistency, and urgency

Authority is divided among
several state bodies: due to the
lack of a centralized system,
coordination efficiency falls short
of standards

organisations (GDPR, Art. 37)

Term of supervi- | No less than four years (GDPR, No defined period exists
sory members Art. 54.1)

Reporting of data | Notification deadline is set at No exact time limit has been
breaches 72 hours determined

Existence of DPO | Statutorily required for particular |Not stipulated

Source: Developed by the author of this analysis with reference to Regulation
(EU) 2016/679 of the European Parliament and of the Council of 27.04.2016
on the protection of natural persons with regard to the processing of personal
data and on the free movement of such data, and repealing Directive 95/46/EC
(General Data Protection Regulation) (2016), the Law of Azerbaijan No. 998-11IQ
(2010), Criminal Code of Azerbaijan (2000)

As a result, the systematic comparison reveals that although the
legislative frameworks of the Republic of Azerbaijan and the EU on
personal data protection share certain common features in the general
context, they differ significantly in terms of structure, conceptual defi-
nitions, legal mechanisms, and implementation tools. These differences
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primarily concern the scope of legal mechanisms, the precision of defi-
nitions, the clarity of implementation procedures, and the functionality
of supervisory structures. While Azerbaijan’s law incorporates certain
fundamental principles and modern regulatory provisions in the field
of data protection, compared to EU standards, it still requires substan-
tial reforms both in its normative framework and in the mechanisms
of enforcement.

IV. Discussion

The terminological approach adopted by the GDPR in defining the
concept of personal data is precise, comprehensive, and fully aligned
with contemporary technological requirements (Art. 4(1)). As Purtova
(2018) observes, the notion of an “identifiable person” under the GDPR
is closely tied to the idea of the targetability within the information soci-
ety, meaning that any form of connection enabling behaviourally driven
targeting or decision-making regarding an individual is considered per-
sonal data. Thus, Purtova’s analysis underscores that the GDPR frames
the concept of personal data not merely as a legal formalism but as one
that is functionally and technologically responsive. Drawing inspiration
from this perspective, the present study points out the importance of
normative reforms in the legislation of the Republic of Azerbaijan.

Unlike the GDPR, Azerbaijan’s law does not explicitly address digi-
tal identifiers such as cookies, device IDs, or profile-based targeting
tools, which are central to contemporary data-driven environments.
Consequently, the legal framework should be reformed to accommo-
date the challenges of the digital era. This includes treating biometric,
health-related, and digital identifiers within a unified legal framework,
thereby redefining the concept of personal data in line with modern
technological realities, an issue that ought to be taken into account in
future amendments to the Law of the Republic of Azerbaijan No. 998-
I1IQ (2010).

The current study illustrates that the extraterritorial application
of the GDPR constitutes one of its key legal innovations. Kuner et al.
(2021) argue that this approach challenges the very notion of legal sov-
ereignty in the global digital economy and provides a modern instru-
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ment for governing cross-border data flows. In comparison, the legisla-
tion of Azerbaijan remains confined to a local framework and displays
clear legal gaps in regulating the responsibilities of international actors.
The scope of application explicitly articulated in Art. 3 of the GDPR,
with its extraterritorial reach, stands in stark contrast to the more lim-
ited and fragmented regulation under Azerbaijan’s law. This finding
reinforces Greenleaf’s (2014) concept of the “comprehensiveness defi-
cit.” Greenleaf highlights that in several Asian jurisdictions, such as
the Philippines and Thailand, privacy legislation is formally in place
but suffers from serious shortcomings in terms of scope and enforce-
ment mechanisms. In this regard, the results of the present study align
with Greenleaf’s observations, particularly in demonstrating the neces-
sity of developing the scope application in Azerbaijan’s data protection
framework.

Moreover, while Azerbaijan’s law employs terms such as owner,
operator, and user, the GDPR makes use of the concepts of control-
ler, processor, recipient, and third party, which determine normative
functions and the boundaries of legal responsibility with greater preci-
sion. Bygrave (2002) highlights the importance of maintaining consis-
tent terminology as a necessary condition for legal clarity and effective
allocation of obligations. However, the research reveals that in the Law
of the Republic of Azerbaijan No. 998-I1IQ (2010), the notion operator
may encompass the functions of both a controller and a processor. In
this context, Fuster (2013) notes that significance of terminological dis-
tinctions and their role in safeguarding individual rights, which directly
corresponds with the core objectives of the current study.

The research on data subject rights has evidenced that, unlike the
GDPR, Azerbaijan’s law does not fully provide for such important rights
as the right to erasure and the right to data portability. Nonetheless,
these rights are considered one of the essential attributes of modern
legal governance in ensuring the protection of digital identity. The Es-
tonian experience, which can serve as a model in this regard, demon-
strates that the integration of digital technologies with legal mecha-
nisms in the field of personal data protection produces effective results.
As emphasized in the study by Solvak and Vassil (2016), in Estonia,
transparency, respect for data subjects’ rights, and the robustness of
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legal grounds in data exchange constitute fundamental principles of
digital governance. This may serve as a reference point for Azerbaijan
in terms of introducing more precise mechanisms within legislation.

In the field of sanctioning mechanisms, Greenleaf (2021) points
out that the scope and severity of measures applied to strengthen effec-
tive personal data protection should be deterrent. Hert and Papakon-
stantinou (2012) assess the fines imposed under the GDPR for infringe-
ments as an effective and preventive sanctioning model. By conducting
this comparative analysis, the research may serve as a driving force for
amending the relevant provisions of the Criminal Code and Administra-
tive Offences Code of the Republic of Azerbaijan concerning personal
data protection.

Brown and Korff (2021) note that the effective operation of super-
visory authorities is possible not only through legal independence but
also through institutional and functional guarantees. This aspect, while
meeting the requirements set out in Art. 52 of the GDPR, also provides
an academic basis for comparative findings that reveal the gaps in Azer-
baijan’s supervisory mechanisms in relation to EU standards.

Greenleaf and Kaldani (2025) write that while several Central Asian
countries have adopted regulatory frameworks resembling the GDPR,
enforcement and implementation mechanisms remain underdeveloped.
Their analysis demonstrates that in the absence of effective supervisory
structures, the legal impact of regulatory instruments is considerably
weakened. In Azerbaijan, the supervisory authorities lack a centralized
institutional status and operational mechanisms, which in turn limits
their capacity for effective communication and their ability to respond
promptly to violations. This situation diverges significantly from the
concept of independent supervisory authorities envisaged under the
GDPR (Art. 52—59). Consequently, the findings of this study may also
serve as a warning for Azerbaijan, emphasizing the urgent requirement
for reform and further improvement of the regulatory framework.

Hajduk (2021) analyzes the powers of supervisory authorities un-
der the GDPR as a basis for shaping personal data processing practices.
It is argued that the independence endowed upon supervisory authori-
ties under the Regulation enables them to exercise their full competen-
cies, which in turn influences practice across regulated entities. Admin-
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istrative penalties play a crucial role, as their imposition sets precedents
that encourage other entities in similar circumstances to align their
practices with the standards defined in such decisions. In addition,
guidance such as opinions, recommendations, and field-specific codes
issued by supervisory authority functions as a reference for administra-
tors, thereby providing a notable preventive effect.

Kasirzadeh and Clifford (2021) critically examine the extent to
which the principle of fairness is integrated into the requirement of
conducting a Data Protection Impact Assessment (DPIA) under Art. 35
of the GDPR (730). Their findings indicate that the current regulatory
guidance offers only limited clarification on the operational definition
of fairness, leaving its practical interpretation largely to the discretion
of data controllers. This regulatory gap not only generates technical and
organizational challenges but also significantly undermines the effec-
tive implementation of fairness in practice. The author’s insights are
particularly relevant for the present study, since the legislation of the
Republic of Azerbaijan does not currently provide for a DPIA mecha-
nism. Consequently, legal and ethical risks associated with high-risk
data processing activities cannot be adequately assessed in advance.
In this context, the study offers practical implications for Azerbaijan,
emphasizing the importance of establishing a risk-based governance
framework and translating the fairness principle into actionable stan-
dards.

Similarly, Fenwick (Fenwick et al., 2017) writes that the rapid ad-
vancement of technology has consistently outpaced the modernization
of legal frameworks, thereby limiting the law’s capacity to effectively
address emerging challenges. From this perspective, Azerbaijan should
seek to adopt GDPR standards more comprehensively and set the ob-
jective of bringing its data protection regime in line with the highest
international benchmarks in the near future.

Analyzing the sociological and normative philosophy of data pro-
tection law, Pichlak and Gaczol (2023) identify two core approaches to
the implementation mechanisms of the GDPR: simple reflexivity and
advanced reflexivity. According to them, simple reflexivity refers to a
normative system that merely monitors its own functioning, whereas
advanced reflexivity signifies a legal system that does not only react
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but also operates as a preventive and adaptive learning mechanism. The
study defines that at the level of advanced reflexivity, the GDPR intro-
duces instruments such as risk-based approaches, Data Protection Im-
pact Assessments (DPIAs), and data protection by design. These tools
transform the GDPR into more than a legal act, turning it into a dy-
namic governance instrument. By contrast, when compared with these
findings, Azerbaijan’s legislative framework on personal data protec-
tion remains fragmented across multiple normative acts and currently
operates at the level of simple reflexivity. As a result, the tools of char-
acteristic of advanced reflexivity has not yet been fully integrated into
the national legislation. Consequently, the enhancement of Azerbaijan’s
legal framework requires not only strengthening substantive provisions
but also the institutional embedding of reflexive approaches in the ap-
plication of the law.

According to Buckley et al. (2024), the future of the GDPR can
be assessed through four main drivers: geopolitical dynamics, the ef-
fectiveness of enforcement structures, public trust, and the rapid pace
of technological change. This framework is equally relevant for Azer-
baijan’s law, where data protection continues to display notable short-
comings. In particular, supervisory authorities face limitations in in-
stitutional capacity, cross-border data transfer mechanisms remain
underdeveloped, and the legal system has yet to establish flexible tools
to address emerging technological challenges. Against this backdrop,
three reform priorities appear essential: a) strengthening supervisory
bodies and clarifying the scope of their powers; b) aligning data transfer
procedures with established international standards, and c) designing
a responsive legal framework capable of adapting to rapid technologi-
cal change.

According to B. Kinikoglu’s (2023) comparative research on Tiir-
kiye’s domestic data protection legislation and the GDPR offers several
findings that are highly relevant to the current situation in Azerbaijan.
The research notes that Tiirkiye’s decision of a comprehensive data pro-
tection law through a rapid legislative process, carried out without suf-
ficient public deliberation, has created considerable challenges for both
societal and business adoption. As a result, Tiirkiye’s legislation does
not incorporate key rights such as the “right to erasure” and the “right
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to data portability,” thereby limiting both the scope and effectiveness
of data subject rights. Furthermore, in the context of cross-border data
transfers, the Turkish law relies solely on the principles of explicit con-
sent and adequacy, without providing alternative mechanisms such as
“Standard Contractual Clauses” or “Binding Corporate Rules.” Similar
findings in the existing literature indicate that Azerbaijan’s legislation
likewise exhibits significant gaps regarding both the scope of data sub-
ject rights and the safeguards for cross-border data transfers. These
observations underscore the importance of broad and comprehensive
deliberations during legislative reforms in Azerbaijan, while also high-
lighting the need to ensure long-term alignment with GDPR standards
in order to mitigate comparable risks.

V. Conclusion

Today, the rapid development of technological tools, particularly
the emergence of platforms facilitating direct user participation, has
resulted in the extensive collection and processing of personal data. In
this context, the presence and efficacy of legal regulations regarding the
protection of personal data are critically significant. The EU’s GDPR
document is recognized as a widely accepted international normative
framework that establishes legal standards. In this regard, the system-
atic approach proposed by the GDPR can be considered an exemplary
model for the pertinent legislation of the Republic of Azerbaijan, in both
theoretical and practical contexts. A systematic comparison between
the GDPR and Azerbaijan’s law, specifically the Law of the Republic
of Azerbaijan No. 998-IIIQ (2010) has shown that the GDPR provides
a more comprehensive and systematic approach in terms of the scope
of application of the legislation. EU law applies not only its territorial
boundaries but also to entities that supply goods and services to EU citi-
zens in general and monitor their behaviour. Azerbaijan’s law does not
contain any norms regarding extraterritorial application within itself,
and legal uncertainty is specifically observed in case of the representa-
tive offices and branches of legal entities in Azerbaijan.

Systematic comparison has demonstrated that the most important
and modern concepts of personal data protection are based on legisla-
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tion within both legal systems. Nevertheless, EU legislation has encom-
passed numerous discrepancies regarding terminological precision and
the explicit determination of the definitional boundaries. Therefore, the
GDPR distinctly separates legal responsibilities and functions through
the use of concepts such as controller, processor, recipient, and third
party. Azerbaijan’s law uses terms such as “owner,” “operator,” and
“user.” While the term “owner” has a terminological meaning that is
entirely distinct from these, it actually corresponds to a certain extent
to the concept of a “controller.” On the other hand, the term “operator”
encompasses specific features of both “controller” and “processor” con-
cepts in the GDPR; it poses some practical challenges. The term “user,”
while partially similar to “recipient” in the GDPR, is more constrained
in both functional and normative contexts.

Regarding fundamental principles and rights, both legal systems
also have different directions. The GDPR explicitly delineates principles
and rights related to data processing, which are broadly acknowledged.
Azerbaijan’s law, while encompassing certain principles, possesses in-
adequate mechanisms for their implementation and protection. The Law
of the Republic of Azerbaijan No. 998-I11Q (2010) does not incorporate
key GDPR requirements, including the need for consent to be freely
given, specific, informed, and explicit (Art. 6), as well as the obligation
to provide data subjects with comprehensive information regarding the
conditions under which their data will be transferred (Art. 13—14).

The classification of data into public and private categories in the
Law of the Republic of Azerbaijan No. 998-II1Q (2010), along with the
implementation of a dual protection framework and the lack of contem-
porary rights such as “right to erasure” and the “right to data portabil-
ity,” suggests that it is time for new changes to be made to the Law.

In the area of sanctions enforcement, the GDPR is more stringent
and imposes substantial financial penalties. In the EU, penalties are de-
termined as either a fixed amount or a percentage of the company’s an-
nual turnover, specifically 2 % or 4 %. In Azerbaijan’s law’s imposition
of penalties up to approximately 1,000 EUR indicates that the sanctions
are deficient in terms of scope, scale, and impact.

One of the crucial reforms needed in the Law of the Republic of
Azerbaijan No. 998-I1IQ (2010) are related to the independence and
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functionality of supervisory authorities. The GDPR requires that super-
visory authorities function with total independence. This requirement
is one of the important elements for the institutions involved to func-
tion more efficiently, flexibly, and sustainably. In Azerbaijan, there is
no single, centralized audit institution. While the Law of the Republic
of Azerbaijan No. 998-IIIQ (2010) imposes obligations for data “con-
troller” and “processor,” it does not benefit from the “Data Protection
Officer” (DPO) and data impact assessment obligations offered by the
GDPR. In practice, even if the supervisory authority exists, the Law of
the Republic of Azerbaijan No. 998-II1Q (2010) must be updated im-
mediately regarding the swift investigations of violations, the precision
of audits to be conducted, accountability, and transparency. The ongo-
ing and systematic implementation of legal reforms in Azerbaijan in the
future, taking into account current practices and ensuring international
standards, will enhance regulations regarding personal data protection.
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